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[bookmark: _Hlk216866578]AN ORDINANCE ADOPTING THE CITY'S CYBERSECURITY PROGRAM, AS REQUIRED BY OHIO HOUSE BILL 96 AND DECLARING AN EMERGENCY AS THE HOUSE BILL REQUIRES ADOPTION PRIOR TO JANUARY 01, 2026.

WHEREAS, Ohio House Bill 96 requires municipalities to establish and adopt a
cybersecurity program prior to January 01, 2026; and

WHEREAS, in accordance with Ohio Revised Code 149.433 and House Bill 96,
records related to the city's cybersecurity program, security procurements and incident
response plans are classified as security records and are not subject to public
disclosure;

NOW, THEREFORE, BE IT ORDAINED, by the Council for the City of Struthers,
County of Mahoning, State of Ohio, 3/4’s of all members elected thereto concurring as follows:

SECTION 1: Struthers City Council hereby adopts the city's cybersecurity program as
required by Ohio House Bill 96.

SECTION 2:  A copy of said Struthers City Cybersecurity Program Policy is marked Exhibit “A” and attached hereto and made a part thereof.

SECTION 3: It is hereby found and determined that all formal actions of this
Council concerning and relating to the passage of this Ordinance were adopted in an
open meeting of this Council, and that all deliberations of this Council and any of its
Committees that resulted in such formal action were in meetings open to the public in
compliance with the legal requirements, including Section 121.22 of the Ohio Revised
Code.

SECTION 4: This Ordinance is hereby declared to be an emergency measure
necessary for the preservation of the public peace, health and safety of this municipality,
and for the further reason as the House Bill 96 requires adoption prior to January 01,
2026. Wherefore, provided it receives an affirmative vote of four or more of the members
elected to this Council, this Ordinance shall take effect and be in force immediately upon
its passage by Council and approval of the Mayor; otherwise, it shall take effect and be
in force after earliest time provided by law.
[bookmark: _Hlk159917557]
[bookmark: _Hlk217900977]PASSED IN COUNCIL THIS _____29th  _ ____ DAY OF_______December_ _ ______, 2025.

[bookmark: _Hlk217992211]_Megan R. Shorthouse________		__Michael S. Patrick _____________
CLERK OF COUNCIL			PRESIDENT OF COUNCIL

FILED WITH THE MAYOR THIS ____29th  ____DAY OF________December_ ______, 2025.

Megan R. Shorthouse _____________
CLERK OF COUNCIL

APPROVED BY THE MAYOR THIS ____29th  __ _ DAY OF________December_____, 2025.
																			_Catherine Cercone Miller_____________								MAYOR

POSTED ON STRUTHERS CITY WEBSITE & STRUTHERS SOCIAL MEDIA

DATE: 	____December 30, 2025_______________________________________

_________Megan R. Shorthouse________________________________
			CLERK OF COUNCIL
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CITY OF STRUTHERS CYBERSECURITY PROGRAM
Revised 12/17/2025
1. PURPOSE AND SCOPE
This plan establishes the City of Struthers cybersecurity program. It defines the governance structure, roles, responsibilities, technical safeguards, and operational processes that protect City systems and data, ensuring compliance with the State of Ohio's Bulletin 2025-007 while providing layered protection against cyber threats. This program is based on the NIST Cybersecurity Framework and CIS Controls, scaled according to the scope and needs of the City of Struthers. It applies to all employees, contractors, and third-party vendors with access to City systems.
2. GOVERNANCE AND RESPONSIBILITIES
• City Council: Provides oversight, formally adopts the cybersecurity program, and approves any ransom payments, if ever considered and recommended by the Mayor.
• Mayor/ City Administration: Ensures executive-level support and coordinates with Council during incidents.
• Finance Director: Oversees budgeting and ensures compliance with state requirements.
• IT (Managed Services Provider): Manages daily cybersecurity operations, monitoring, and incident response.
• Department Heads: Ensure staff compliance with cybersecurity policies.
• Employees: Complete training and follow secure computing practices.
3. CONFIDENTIALITY/ PUBLIC RECORDS EXEMPTION
In accordance with Ohio Revised Code §149.433 and HB 96, records related to the City's cybersecurity program, security procurements, and incident response plans are classified as security records and are not subject to public disclosure. This summary version of this program may be adopted by Struthers City Council, while the detailed internal version will remain restricted.
4. RISK MANAGEMENT AND ASSET INVENTORY
• Maintain a complete inventory of hardware, software, and cloud services.
• Perform annual risk assessments to identify vulnerabilities.
• Classify assets as critical, important, or standard to prioritize protections.
5. ACCESS CONTROLS AND AUTHENTICATION
• Multi-Factor Authentication (MFA): Multi-factor authentication is enforced for all employees.
• Least Privilege: No users have administrative rights. Privileged access is managed by IT Managed Services Provider.
6. SECURITY AWARENESS AND TRAINING
• Annual training required for all employees.
• Ongoing phishing simulations to test employee vigilance.
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7. PATCH AND VULNERABILITY MANAGEMENT
• Automated Patching: All workstations and servers are centrally patched for both Microsoft and third-party patches.
• Service Levels:
o Critical patches are deployed immediately.
• Regular vulnerability scans performed with remediation tracked.
8. ENDPOINT AND EMAIL SECURITY
• Endpoint Detection & Response (EDR): A comprehensive, enterprise EDR solution is deployed across all servers and workstations.
• SOC Monitoring: A 24/7 SOC team monitors EDR alerts and takes corrective action immediately in response to any threats.
9. NETWORK SECURITY
• Firewalls: Enterprise firewall hardware protects the edge of the network, as well as all satellite
facilities.
• Protections Enabled:
o Advanced Malware Protection (AMP).
• Segmentation: Sensitive systems isolated where appropriate.
10. DATA PROTECTION AND BACKUPS
• Backup Strategy:
o Backups are conducted using an industry-standard software package, with
 immutable storage utilized. All back up data is encrypted end to end.
• Testing: Periodic backup restore tests performed.
11. INCIDENT RESPONSE
• Incident Response Team: IT Managed Services Provider, Mayor (or designee), Department Heads, and external vendors as needed.
• Notification Requirements:
o Ohio Auditor of State (AOS) must be notified within 48 hours for all confirmed breaches, even if law enforcement is already engaged.
o Law enforcement must be notified immediately if criminal activity is suspected.
o Impacted individuals must be notified in compliance with State of Ohio data breach laws.
o Ohio Cyber Reserve I Department of Public Safety (OCIC/DPS) must be notified within 7 days following the discovery of a confirmed cybersecurity incident.
• Ransom Payment Policy: Any ransom payment requires prior approval by Struthers City Council.
• Escalation: IT Managed Services Provider coordinates containment, eradication, and recovery.
• Ransomware: Any consideration of ransom payment will only occur if formally authorized by Struthers City Council in compliance with State law.
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12. VENDOR AND SUPPLY CHAIN SECURITY
• Vendors must sign data protection agreements.
• Vendor security reviewed annually.
13. TESTING AND REVIEW
• Periodic penetration testing.
• Annual tabletop exercises for incident response.
• Annual review of cybersecurity plan for alignment with Ohio state as well as federal mandates.
14. GOVERNANCE & COMPLIANCE
• Struthers City Council must adopt this cybersecurity program by Ordinance.
• This policy will be reviewed and updated annually, or following any material change in state or
federal requirements.
• Auditors will be provided access to the full cybersecurity program upon request.
• Struthers City administration reserves the right to amend this plan as necessary at its discretion.
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